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This document outlines the Organization of Information Security within the Government of Saskatchewan.

Purpose

To establish a framework to initiate and control the implementation and operation of information security
within the government.

Scope

This policy applies to all GoS owned or operated information systems, intellectual property, and government
records.

Policy Statements
All information security responsibilities must be defined and allocated.
The following outlines the organization of information security in the Government of Saskatchewan. Roles,
responsibilities and accountabilities for key positions are described.
The Chief Information Security Officer (CIO) is responsible for:
•
•
•
•

advising the Minister of Central Services and the Deputy Minister of Central Services on Government of
Saskatchewan information security standards or policies;
setting government-wide security objectives, standards and guidelines;
monitoring compliance at a government-wide level and managing a process for exceptions; and
managing policy instruments according to the principles laid out by the Information Security Branch.

The Manager, Information Security Branch is responsible for:
•
•
•
•
•

developing the Information Security Program;
implementing government-wide information security standards and policies;
coordinating regular reviews of standards and policies for effectiveness and relevancy;
ensuring standards and policies are consistent with current technology and security requirements; and
representing the CIO and Ministry of Central Services on matters pertaining to security.

The Information Security Branch, Information Technology Division, Ministry of Central Services, is responsible
for:
•
•
•
•
•
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identifying and mitigating risks to information and information systems within the Government of
Saskatchewan;
providing government with timely and accurate information regarding current and future information
security risks as they relate to government service delivery;
endorsing a service delivery model which focuses on relationship management, security investment
planning, compliance, awareness and training;
policy development, standards development, and management of the information security portfolio;
procuring external suppliers for various information security services.

The Security specialists in Information Security Branch are responsible for:
•
•
•
•
•
•
•
•
•

interpreting the Information Security Standards to assist in the delivery of business functions;
evaluating information security implications of new government initiatives;
performing information system security risk analysis activities;
performing information security assessments and reviews;
evaluating new threats and vulnerabilities;
investigating information security incidents;
advising on the information security requirements for documented agreements;
analyzing and providing advice on emerging information security standards; and,
providing information security advice to supported Ministries and agencies.

Each Ministry must have a designated Security Officer who is responsible for:
•
•
•
•
•
•
•
•
•

ensuring that procedures to support day-to-day security activities are documented in compliance with
the Information Security Standards;
co-ordinating information security awareness and education;
investigating reported information security events to determine if further investigation is warranted;
providing up-to-date information on issues related to information security;
assisting business areas in conducting Threat and Risk Assessments;
providing advice on security requirements for information systems development or enhancements;
co-ordinating ministry information security initiatives with cross-government information security
initiatives;
providing advice on emerging information security standards relating to ministry specific lines of
business; and,
raising ministry security issues to the cross-government Security Officers’ Committee.

The Security Officers Committee (SOC) must have representation from each Executive Government Ministry.
Agencies must also be represented when their IT infrastructure is supported by Information Technology
Division. The SOC is responsible for:
•
•
•
•
•
•
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enhancing the overall security posture of the government;
advising government on security as a business process;
guiding the development of a security governance framework that incorporates strategies, reporting,
standards, policies, training, enforcement and compliance;
working with Information Security Branch in the development, review and approval of policies,
standards and guidelines;
striving to ensure the highest standard of information protection; and
the communication and awareness of information security standards and policy.

Information Owners have the responsibility and decision-making authority for information throughout its life
cycle including creating, regulating, restricting and administering its use and disclosure. Information owners
must:
•
•
•
•
•
•
•
•
•
•
•

determine business requirements including information security needs;
ensure information and information systems are protected commensurate with their value and level of
sensitivity;
define security requirements during the planning stage of any new or significantly changed information
system;
provide and manage security for information assets throughout their lifecycle;
determine authorization requirements for access to information and information systems;
approve access privileges for each user or set of users;
document information exchange agreements;
develop service level agreements for information systems under their custody or control;
implement processes to ensure users are aware of their security responsibilities;
monitor that users are fulfilling their security responsibilities; and
participate in security reviews and/or audits.

Information Technology Division (ITD) manages the government’s information technology network including
its architecture, security, file systems, and physical infrastructure such as computers, storage systems and
mobile devices. ITD also assists clients with the procurement, operation, management and upgrading of
applications. Service owners have the responsibility and decision-making authority for:
•
•
•
•
•
•
•
•
•
•
•
•
•

Application Management Services
Operations
Project Management
Data Centre Services
Network Services
Information Security Branch
Client Request Services
Deployment Services
Regional Support Services
Remote Support Services
Account Management
Problem Management
Service Desk

Service Owners must:
•
•
•
•
•
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ensure information and information systems are safeguarded in accordance with their value and level
of sensitivity;
provide and manage security for information assets throughout their lifecycle;
maintain and operate the technical infrastructure on which information systems reside;
maintain and operate the security infrastructure that safeguards information systems; and
develop service level agreements for information technology assets under their custody or control.

Conflicting duties and areas of responsibility must be segregated to reduce opportunities for unauthorized
or unintentional modification or misuse of information systems.
Information Owners must reduce the risk of a disruption of information systems by:
•
•
•
•
•
•
•

requiring complete and accurate documentation for all information systems;
requiring that no single individual has access to all operational functions of an information system;
rotating job duties periodically to reduce the opportunity for single individuals to have sole control and
oversight on critical systems;
automating functions to reduce the reliance on human intervention;
requiring that individuals authorized to conduct sensitive operations do not audit those operations;
requiring that individuals responsible for initiating an action are not responsible for authorizing that
action, and:
implementing security controls to minimize opportunities for collusion.

Information Technology Division must ensure that:
•
•
•
•
•

creating accounts with elevated privileges is documented and approved by an appropriate officer;
system, service and application administration duties are segregated;
application development and database administration are segregated;
the person who uses an account is not the person who created the account;
no one single person has control over a business process from inception to completion.

Appropriate contact with Local, Provincial and Federal Authorities must be maintained.
The Manager, Information Security Branch, must ensure that external authorities, emergency support staff
and service providers can be contacted by:
•
•

maintaining and distributing a list of internal and external authorities and service providers; and
documenting emergency and non-emergency procedures for contacting authorities as required during
information security incidents or investigations.

Appropriate contacts must be maintained with information security forums and related professional
associations.
The Government must promote and enhance employee knowledge of industry trends in information security,
best practices, new technologies and emerging threats and vulnerabilities.
Personnel with information security responsibilities must maintain currency by:
•
•
•

participating in information exchange forums regarding best practices, development of industry
standards, new technologies, threats, vulnerabilities, early notice of attacks, and advisories;
maintaining and improving knowledge of information security topics; and
creating a support network with other security specialists.

The Chief Information Security Officer must promote professional certification and membership in
professional associations for personnel throughout government that have information security
responsibilities.
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Information security must be addressed in project management regardless of the type of the project.
Information Owners and Project Managers must ensure that information security risks are identified and
addressed as part of a project. This applies to any project regardless of its character, e.g. a project for a core
business process, Information Technology or other supporting processes. The project management methods in
use must require that:
•
•
•

information security objectives are included in project objectives;
an information security risk assessment is conducted at an early stage of the project to identify
controls;
information security is part of all phases of the applied project methodology.

Information security implications must be addressed and reviewed regularly in all projects. Responsibilities for
information security must be defined and allocated to specified roles defined in the project management
methods.

Compliance and disciplinary action
In cases where it is determined that a breach or violation of GoS policies has occurred, the Information
Security Branch, under the direction of the Chief Information Officer and the respective Ministry, will initiate
corrective measures including restricting access to services or initiating disciplinary action up to and including
dismissal, or in the case of contractors, vendors, or agents, the termination of a contract or agreement with
the contractor, vendor, or agent.

Exceptions
In certain circumstances, exceptions to this policy may be allowed based on demonstrated business need.
Exceptions to this policy must be formally documented and approved by the Chief Information Officer. Policy
exceptions will be reviewed on a periodic basis for appropriateness.
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