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Purpose 
To ensure that security is an integral part of information systems across their entire lifecycle, including those that 
provide services over public networks, that information security is integrated into the system development lifecycle, and 
to ensure the protection of data used for testing. 

Scope 
This System Acquisition, Development, and Maintenance Security Policy applies to all business processes and data, 
information systems and components, personnel, and physical areas of The Government of Saskatchewan 

Definitions 
This section intentionally left blank. 

Governing Laws & Regulations & Standards  
Guidance Section 
ISO27001:2013 A.14.1, A.14.2, A.14.3 
NIST SP 800-53 v4 PL-7, PL-8, RA-2, SA-1~SA-5, SA-8, SI-10, SI-6, SI-7, SI-10, AU-10, SC-8, SC-

23, SI-7, SI-15, AC-1, MP-1, SC-1, SC-12, SC-17, CM-1~CM-11, SC-18, S1-7, 
AC-3, AC-6, CM-5, CM-9, MA-5, SA-10, CM-1, CM-3, CM-9, SA-10, CM-4, 
CM-5, AC-4, AU-13, PE-19, SC-31, SC-38, SA-9, SA-12, SA-13, SA-15, CA-7, 
RA-3, RA-5, SI-2, SI-5 

Policy Statements 
Information Security Requirements Analysis and Specification: 

• When developing, acquiring, or making major changes to an information system, Information Owners and 
Service Owners must: 

o Prepare a Statement of Sensitivity to determine the confidentiality, integrity, and availability 
requirements of the system. 

o Apply security controls based on a Threat and Risk Assessment 

o Document the role and responsibilities related to information system security management. 

o Document specific procedures and standards used to mitigate risks and safeguard the information 
systems. 

o Document and communicate procedures for security-related events and incidents. 

Security Requirements of Information Systems:  
• Information security requirements must be considered in the acquisition of new information systems or 

enhancements to existing ones. 

• Identification and management of information security requirements and associated processes should be 
integrated into the early stages of information systems projects. 
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• Information security requirements and controls should reflect the business value of the information involved 
and the potential negative business impact which might result from lack of adequate security. 

Security Application Services on Public Networks: 
• Before implementing an information system that involves electronic commerce on a public network, 

Information Owners must ensure their protection from fraudulent activity, contract dispute, unauthorized 
disclosure, and modification by: 

o Conducting an information security requirements analysis as per the previous section 

o Ensure that user notification and acceptance of terms and conditions of use comply with government 
policies and standards. 

o Ensure that Multi-factor Authentication (MFA) is used where applicable based on data classification. 

Protecting Application Services Transactions:  
• Information systems that involve on-line transactions must have security controls commensurate with the value 

and level of sensitivity of the information. Information Owners and Service Owners must ensure that security 
controls are implemented to prevent incomplete transmission, misrouting, repudiation of a transaction, 
unauthorized message duplication and replay. 

• The following security controls will also be considered: 

o Validation and verification of user credentials 

o Digital signatures and encryption 

o Secure communication protocols 

o Storing online transaction details on servers within the appropriate network security zone 

Security in Development and Support Processes:  
• Rules for the development of software and systems must be established and applied to developments with the 

Government of Saskatchewan. Secure development is a requirement to build and support a secure service, 
architecture, software, and systems. Information Owners and Service Owners must consider: 

o Ensure information security is included within the policies applying to software development and 
systems. 

o Appropriate change control processes for systems are in place throughout the development lifecycle, 
coupled with technical reviews of applications for any changes made after operating platform changes. 

o Any changes to software packages should be minimized to only necessary changes, and those changes 
must be controlled. 

o Secure system engineering principles and development environment must be established. 

o Any outsourced development must be strictly controlled and monitored. 

• Testing: 

o System security testing must be executed regularly during development cycles. 

o System acceptance testing must be developed for new systems, upgrades, and system versions. 

o Required security application knowledge. 

o Developers' capability for avoiding, finding, and fixing vulnerabilities. 

Test Data:  
• Test data should be carefully selected, protected, and controlled.  
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• The use of operational data containing personally identifiable information or any other confidential information 
for testing purposes should be avoided. If personally identifiable information or otherwise confidential 
information is used for testing purposes, all sensitive details and content should be protected by removal or 
modification. 

System Change Control Procedures 
• When introducing new systems and major changes to existing systems, Information Owners and Service Owners 

must follow a formal change control that includes documentation, specification, testing, quality control, 
approval, and a managed implementation. 

• The change control process must also include: 

o An analysis of the impacts of the change. 

o Specifications of security controls. 

o Ensuring that existing security controls are not compromised. 

o Ensuring that application developers can only access required program source code libraries; and 

o Obtaining a formal agreement and approval for the change. 

• The following processes must also be included: 

o Records of agreed authorization levels. 

o Change requests must be received from authorized users. 

o Annual reviews of change controls and integrity procedures. 

o Identification of all software, information, database entities and hardware that require amendment. 

o Accepting changes by authorized personnel before implementation. 

o Updating and archiving system, operational and user documentation. 

o Maintaining version control; and 

o Change requests logging. 

• Application and operational change control procedures must be integrated when practical. 

• New software, including patches, service packs and other updates, must be tested in an environment that is 
segregated from the development and production environments. 

• Automated updates will not be used on critical systems. 

Technical Review of Applications After Operating Platform Changes 
• To help ensure that information systems will not be disrupted or compromised, Information Owners and Service 

Owners must implement the following processes: 

o A technical review of application control and integrity procedures tests the impact of operating system 
changes on business-critical applications. 

o Timely notification to allow appropriate tests and reviews before implementation; and 

o Assigning responsibility for monitoring vulnerabilities and vendors’ releases of patches and fixes to a 
specific group or individual. 

Restrictions on Changes to Software Packages 
• A software update management process must be maintained for commercial-off-the-shelf (COTS) software. This 

is intended to ensure that: 
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o Up to date and approved patches have been applied; and 

o The version of the software in use is supported by the vendor. 

• Other than patches supplied by the vendor, commercial off-the-shelf (COTS) software must not be modified 
except in extraordinary circumstances (e.g., when needed for a critical business requirement). Those 
circumstances must be documented and approved by the Information Owner. 

• If changes to COTS software are required, the Information Owner and Service Owners must determine and 
document: 

o The impact on security controls in the software. 

o The consent of the vendor, if required. 

o If the required functionality is included in a newer version of the software. 

o If the government will be responsible for maintenance of the software after the change; and 

o Compatibility with other software in use. 

• If changes are made to COTS software the original version must be kept unaltered. The changes must be: 

o Logged and documented, including a detailed technical description. 

o Applied to a copy of the original software; and 

o Tested and reviewed to ensure that the modified software operates as intended. 

Secure System Engineering Principles 
• Information Owners and Service Owners must: 

o Ensure that secure information system engineering procedures based on security engineering principles 
are established, documented, and applied to information system engineering activities. 

o Ensure that security is designed into all architecture layers: business, data, applications, and technology. 

o Ensure the need for information security is balanced with the need for accessibility. 

o Analyze new technology for security risks and review the design against known attack patterns; and 

o Ensure that security engineering principles are reviewed and updated regularly. 

Secure Development Environment 
• Secure development environments for system development and integration efforts must be established and 

appropriately protected throughout the entire system development lifecycle. The “secure development 
environment” refers to the people, processes and technology associated with system development and 
integration. 

• Information Owners and Service Owners must establish secure development environments by considering: 

o The sensitivity of data to be processed, stored, and transmitted by the system. 

o Applicable external and internal requirements (e.g., regulations, standards, policies). 

o Security controls are already implemented. 

o Human resource security. 

o The degree of outsourcing. 

o The need for segregation between different development environments. 

o Access control to the environment. 
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o Monitoring of change to the environment and code it stores. 

o Storing backups at secure offsite locations; and 

o Control over the movement of data to and from the environment. 

Outsourced Development 
• To help ensure that software performs as expected and meet security requirements, Information Owners and 

Service Owners must implement the following controls when outsourcing development: 

o Procurement standards and policies for licensing, ownership, and intellectual property rights. 

o Contractual requirements for secure design, coding and testing practices. 

o Provision of the approved threat model to the external developer. 

o Acceptance testing for the quality and accuracy of the deliverables. 

o Provision of evidence that security thresholds were used to establish minimum acceptable levels of 
security and privacy quality. 

o Testing of the software for vulnerabilities and malicious code. 

o Escrow arrangements if source code is no longer available. 

o Contractual right to audit development processes and controls; and 

o The government remains responsible for compliance with applicable laws and control efficiency 
verification. 

System Security Testing 
• Information Owners and Service Owners must ensure that new and updated systems require thorough testing 

and verification during the development processes. A detailed schedule of activities must be prepared with test 
inputs and expected outputs under a range of conditions. 

• Tests must initially be performed by the development team. Independent acceptance testing must then be 
undertaken (for both in-house and outsourced developments) to ensure that the system works as expected and 
only as expected. The extent of testing must be in proportion to the importance and nature of the system. 

System Acceptance Testing 
• Information Owners and Service Owners must document system acceptance criteria as part of the system 

development and acquisition process. The criteria include: 

o Projected performance and resource capacity requirements. 

o Restart plans and procedures. 

o Impact on routine operating procedures and manual procedures. 

o Implementation of security controls. 

o Assurance that installation of the new system will not adversely affect existing systems particularly at 
peak processing times. 

o Training requirements; and 

o User acceptance testing. 

Protection of Test Data 
• Test data must be protected and controlled using the same procedures as those in operational systems. 

Information Owners must ensure that: 

o Personal and other sensitive data from operational systems are not used as test data. 
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o The extraction of test data from operational systems is authorized and logged. 

o Test data is safeguarded per its level of sensitivity. 

o Data from operational systems are removed from the test environment once testing is complete. 

Relevant Procedures 
This section intentionally left blank. 

Non-Compliance 
In cases where it is determined that a breach or violation of Government of Saskatchewan policies has occurred, the 
Information Security Branch, under the direction of the Chief Information Officer and the respective Ministry, will 
initiate corrective measures including restricting access to services or initiating disciplinary action up to and including 
dismissal, or in the case of contractors, vendors, or agents, the termination of a contract or agreement with the 
contractor, vendor, or agent.  

Exceptions 
In certain circumstances, exceptions to this policy may be allowed based a review and acceptable of risk by the Security 
Governance Committee. Exceptions to this policy must be formally documented and approved by the Chief Information 
Officer, under the guidance of the Information Security Branch. Policy exceptions will be reviewed periodically for 
appropriateness. 

 

Revision History 
Version ID Date of Change Author Rationale 
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