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Purpose 
The Government of Saskatchewan requires that GoS Assets be used in a responsible way, ethically, and in compliance 
with all legislation and other government policies and contracts. This policy does not attempt to anticipate every 
situation that may arise and does not relieve anyone accessing the system of their obligation to use common sense and 
good judgment. 

Scope  
This policy is applicable to all employees of The Government of Saskatchewan, contractors, students, and interns. The 
requirements defined in this policy are applicable to all Government of Saskatchewan assets.  

Definitions  
• Assets: tools include computers, software, communication tools (email, chat), access to internal networks 

(intranet), access to external networks (internet), as well as telephone systems, voice mail, fax, photocopiers, 
multi-function devices, etc.  

• Malware: A program that is inserted into a system, usually covertly, with the intent of compromising the 
confidentiality, integrity, or availability of the victim’s data, applications, or operating system, or of otherwise 
annoying or disrupting the victim. 

• Social engineering: The “con game”; the art of manipulating end users into providing confidential or personal 
information. One example is “phishing,” where hackers pretend to be trusted organizations such as banks, 
government suppliers, IT staff, or mobile carriers to get your personal information such as credit card details or 
confidential government information. 

• Removable media: Any type of storage device that can be removed from a computer while the system is 
running. Examples include USB flash/thumb drives, memory cards, CDs/DVDs, external hard drives, or mobile 
devices used for storage purposes such as MP3 players or smartphones. While there are business purposes for 
these devices, they are also known to be common sources of malware infections and susceptible to loss or theft, 
leading to breaches of sensitive information. 

Policy 
A. Acceptable Use of Assets  
All assets are property of The Government of Saskatchewan and use must be in accordance with policies, standards, and 
guidelines.  While the Government of Saskatchewan does not prohibit limited incidental use of information technology 
for personal reasons, users should recognize that the primary intention of providing this resource is to support the core 
work of the Government. 

1. The Government of Saskatchewan allows limited incidental use of the GoS assets for personal reasons (personal 
correspondences, online banking, etc.), but personal use must not be abused. Personal use is acceptable if it is 
limited to the following considerations:  

a) It does not have a negative impact on overall employee productivity when used during work hours. 

b) It does not cause additional expense to the government. 

c) It does not compromise the government nor its assets. 

d) It does not disrupt the network performance. 

e) It does not contradict any other Government of Saskatchewan policies. 
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2. The GoS assets may not be used for illegal or unlawful purposes, including copyright infringement, obscenity, 
personal gain, libel, slander, fraud, defamation, plagiarism, intimidation, forgery, impersonation, illegal 
gambling, soliciting for pyramid schemes, and computer tampering (e.g. spreading computer viruses). 

3. Users must not access and/or purchase technology, devices, applications, or services that are not formally 
authorized and approved by IT.  

4. Assets, such as laptops and mobile devices, are intended to be used only by the people to whom they have been 
issued. If another employee is using the device, the use should be monitored to ensure that no sensitive data is 
accessed by the unauthorized party. The person to whom the device was issued is ultimately responsible for any 
actions performed with the device.  

5. Users will always protect all GoS assets, keeping them physically and logically secured and under the control of 
the user. Ensuring the workstation is screen locked whenever walking away from it. 

B. Electronic Communication and Internet Use  
The use of The Government of Saskatchewan’s communication and internet systems and services (including email, 
instant messaging, voicemail, forums, social media, and more) is provided to perform regular job duties. The use is a 
privilege, not a right, and therefore must be used with respect, common sense, and in accordance with the following 
requirements:  

1. The email systems and other messaging services used by the Government of Saskatchewan are owned by the 
government and are therefore its property. This gives The Government of Saskatchewan the right to monitor all 
email traffic passing through its email system.  

2. Electronic communication and internet must not be used for illegal or unlawful purposes. 

3. The Government of Saskatchewan’s communication platforms and internet are not to be used for purposes that 
could be reasonably expected to strain storage or bandwidth (e.g. emailing large attachments instead of 
pointing to a location on a shared drive or SharePoint site). Individual use of resources will not interfere with 
others’ use of The Government of Saskatchewan’s email system and services. 

4. Users are prohibited from using accounts that do not belong to them and are prohibited from using platforms to 
impersonate others.  

5. Users are not to give the impression that they are representing or providing opinions on behalf of The 
Government of Saskatchewan unless otherwise authorized. 

6. Users shall not open message attachments or click on hyperlinks sent from unknown or unsigned sources 
through any platform (email, instant message, social media, etc.). Attachments/links are the primary source of 
malware and social engineering and should be treated with utmost caution.  

7. The Government of Saskatchewan prohibits use of email or other messaging platforms for mass unsolicited 
mailings, chain letters, and competitive commercial activity unless preapproved by the Government of 
Saskatchewan. 

8. Any allegations of misuse should be promptly reported to Service Desk. If you receive an offensive or suspicious 
email, report it to the Service Desk. Do not forward, delete, or reply to the message unless advised to do so by 
the Service Desk.  

9. Email users are responsible for mailbox management, including organization and cleaning. If a user subscribes to 
a mailing list, he or she must be aware of how to unsubscribe from the list and is responsible for doing so if their 
current email address changes. 

10. Archival and backup copies of email messages may exist despite end-user deletion, in compliance with the 
Records Retention Policy of the Ministry of SaskBuilds and Procurement. 

11. Email access will be terminated when the employee or third party terminates their association with The 
Government of Saskatchewan, unless other arrangements are made.  
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12. Users shall not send sensitive information that is not appropriately protected (encrypted). Appropriate 
protection is administrative, technical, and physical safeguards.  

13. Users shall take extra precautions when transmitting government, citizen, client, and/or other regulated 
information via electronic communications. Sensitive material should be marked and encrypted appropriately.  

14. Users are not permitted to automatically forward emails received by their Government account to an external 
email address or other messaging system unless authorized to do so by way of an approved Risk Management 
Decision Item (RMDI).   

15. Email users are expected to remember that email sent from the government email accounts reflect on the 
government. Please comply with normal standards of professional and personal courtesy and conduct. 

16. The Government of Saskatchewan may monitor any/all internet activity originating from government-owned 
equipment or accounts or taking place over government networks. If the Government of Saskatchewan 
discovers activities that do not comply with applicable law or GoS policy, records retrieved may be used to 
document the wrongful content. 

17. Users are permitted to remotely access the government network while offsite. Users must use the approved 
VPN service(s). Users will be required to authenticate using multifactor authentication (MFA). Only authorized 
users are permitted to access the network through VPN. 

C. Mobile Device Use  
The Government of Saskatchewan’s employees are permitted to use their own personal devices to access the internet 
and to send/receive email. The use of personal mobile devices must be in accordance with the following requirements:  

1. It is the responsibility of any employee of the Government of Saskatchewan who uses a mobile device to access 
government resources to ensure that all security protocols normally used in the management of data on 
conventional storage infrastructure are also applied here. It is imperative that any mobile device that is used to 
conduct Government business be used appropriately, responsibly, and ethically. Failure to do so will result in 
immediate suspension of that user’s account. 

2. IT reserves the right to refuse, by physical and non-physical means, the ability to connect mobile devices to 
government and government-connected infrastructure. IT will engage in such action if such equipment is being 
used in a way that puts the organization’s systems, data, users, and clients at risk. 

3. All mobile devices used for access to government systems and/or data (such as email) must be protected by a 
strong access control (e.g. alphanumeric password or biometric authentication). Employees shall never disclose 
their passwords to anyone, even to family members, if business work is conducted from the mobile device. 

4. All users of mobile devices must employ reasonable physical security measures. End users are expected to 
secure all such devices whether they are in use and/or being carried.  

5. All mobile devices used for access to government systems and/or data (such as email) must have installed up to 
date GoS-approved anti-malware and threat defense software.  

6. All users with mobile devices used for access to government systems and/or data are prohibited from removing 
GoS approved anti-malware and threat defense software from the mobile device. 

7. Sensitive data (e.g. client data) and passwords must not be stored on mobile devices. 

8. In the event of a lost or stolen mobile device that has access to Government resources (e.g. email, OneDrive, 
Authenticator), it is incumbent on the user to report the incident to Service Desk immediately. 

9. All personal mobile devices attempting to connect to the government network through the internet will be 
assessed for appropriate, secure configurations using technology centrally managed by The Government of 
Saskatchewan’s IT Department. Devices that are not approved by IT, are not in compliance with IT’s security 
policies, or represent any threat to the government network or data will not be allowed to connect.  
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D. Use of Removable Media 
Removable media, such as USB flash drives, CDs, etc., may be used with the following requirements:  

1. Information should only be stored on removable media when required in the performance of the user’s role 
(e.g., USB shared between two employees during a conference). 

2. Removable media should meet requirements for encryption as set by Cyber Security and Risk Management 
Branch.  

3. The use of removable media to introduce malware or other unauthorized software into The Government of 
Saskatchewan’s environment is strictly prohibited. 

4. Mobile devices (e.g., smartphones, tablets) are not permitted to be used as removable media to transfer or 
store any business or customer data.  

5. Any unknown removable media that is found unattended must be reported to the Service Desk and NOT 
inserted into any Government issued device.  

6. End users are encouraged to take reasonable measures to secure removable media (e.g. storing it in a 
secure/locked location when not in use; not sharing with unauthorized users). 

7. Use of removable media is not allowed on external or non-government-issued systems. 

8. Upon completion of the assigned duties, all data shall be deleted, from the removable media.  

9. All removable media must be turned in to the Service Desk for proper disposal when no longer required for 
business use in accordance with the Disposal of Electronic Storage Devices Policy.  

E. Clean Desk and Printing  
A clean desk policy is an important tool to ensure that all sensitive materials, such as information about an employee, a 
customer, or intellectual property, are removed from an end-user workspace and locked away when the items are not in 
use or an employee leaves his/her workstation. This will reduce the risk of security and privacy breaches in the 
workplace and is part of standard basic privacy controls.  

1. Employees are required to ensure that all sensitive information in hardcopy or electronic form is secure in their 
work area at the end of the day and when they expect to be gone for an extended period. 

a) Computer workstations must be screen locked when workspace is unoccupied.  

b) Laptops must be either locked with a locking cable or locked away in a drawer if not taken home at the 
end of the workday.   

2. Any sensitive information (e.g., client data) must be removed from the desk and locked in a drawer when the 
desk is unoccupied and at the end of the workday. 

3. Passwords are not to be written down anywhere under any circumstances. 

4. File cabinets containing sensitive information must be kept closed and locked when not in use or when not 
attended. 

5. Keys/badges used for access to sensitive information must not be left at an unattended desk. 

6. Printouts containing sensitive information should be immediately removed from the printer. 

7. Any sensitive information that is no longer needed should be disposed of in accordance with the respective 
institution’s/ministry’s records management policy. 

8. Whiteboards containing sensitive information should be erased. 
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F. Password Standards    
Access to The Government of Saskatchewan systems and devices is controlled through individual accounts and 
passwords. The following requirements are in place to protect passwords and access to sensitive assets:  

1. Users may not share account or password information with another person. Accounts are to be used only by the 
assigned user of the account and only for authorized purposes. Attempting to obtain another user’s account 
password is strictly prohibited. 

2. A user must contact the Service Desk to obtain a password reset if they have reason to believe any unauthorized 
person has learned their password. Users must take all necessary precautions to prevent unauthorized access to 
The Government of Saskatchewan’s services and data.  

3. Users must not use government passwords for other services. If other services are compromised, it could leave 
government accounts compromised as well.  

4. Password complexity will be enforced by IT through system-enforced policies to ensure strong passwords and 
proper password hygiene:  

a) Passwords will expire every [90 days] and users will be forced to change them. Users are encouraged to 
reset their passwords prior to the expiry date to minimize any interruption to network access.  

b) A minimum lifespan of [1 day] is enforced to prevent frequent password changes.  

c) The previous [7] passwords cannot be reused. 

d) Password complexity requirements enforce the use of a minimum of [3] categories (Uppercase, 
lowercase, numbers, non-alphanumeric symbols, and Unicode characters.) 

e) Upon [5] failed login attempts, accounts will be locked]. Accounts can be unlocked by contacting Service 
Desk.  

G. Incident Response and Reporting 
The Government of Saskatchewan has an incident response program for efficient remediation of information security 
incidents. Employees are expected to comply with the following requirements to ensure effective and efficient incident 
remediation:  

1. Users must report any suspected security incident to the IT Service Desk including, but not limited to, lost/stolen 
equipment, suspected malware infection, compromised credentials, and any other possible compromises of 
Government systems and/or data.  

2. Users must cooperate with incident response processes such as forfeiting their equipment to Service Desk for 
investigation if it is potentially compromised.  

H. Security Awareness and Training  
Human error and negligence are common sources of security issues. The Government of Saskatchewan takes a proactive 
approach by requiring security awareness and training: 

1. During onboarding, all users will be required to undergo information security awareness and training. Upon 
completion, users will be required to sign a declaration that they have completed training, understand the 
requirements and specific procedures taught, and intend to abide by the policies and procedures provided.  

2. Users must complete ongoing security awareness and training as scheduled by the IT Department. Employees 
will be kept up to date on new improvements and emerging threats.  
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I. Unacceptable Uses 
IT will manage security policies, network, application, and data access centrally using whatever technology solutions are 
deemed suitable. Any attempt to contravene or bypass security will be deemed an intrusion attempt and will be subject 
to disciplinary action. The following restrictions and requirements are enforced at the Government of Saskatchewan to 
establish and maintain the confidentiality, integrity, and availability of systems and data:  

1. Users must not introduce malicious programs into the network or a system (e.g. viruses, worms, Trojan horses, 
email bombs, etc.).  

2. Users must not introduce or contribute to security breaches or disruptions of network communication. 

Security breaches include, but are not limited to, accessing data of which the employee is not an 
intended recipient or logging into a system or account that the employee is not expressly authorized to 
access, unless these actions are within the scope of regular duties. For the purposes of this section, 
“disruption” includes, but is not limited to, network sniffing, ping floods, packet spoofing, denial of 
service, and forged routing information for malicious purposes. 

3. Port scanning or security scanning is expressly prohibited unless prior authorization is granted in writing by the 
Chief Information Security Officer. 

4. Users must not execute any form of network monitoring that will intercept data not intended for the 
employee’s host unless this activity is a part of the employee’s normal job/duty. 

5. Users must not circumvent user authentication or security of any host, network, or account. 

6. Users must not introduce malicious technologies such as honeypots, honeynets, or similar technology on the 
government network or assets. 

7. No servers (i.e., running web or FTP services from user workstations) or devices that actively listen for network 
traffic can be put on the government network without prior written authorization by Information Technology 
Division. 

8. Users must not interfere with or deny service to any user (for example, denial of service attack). 

Non-Compliance 
A breach of this policy may lead to discipline, up to and including termination, in accordance with PS 803 Corrective 
Discipline policy. Similarly, for contracted resources or entities, Government of Saskatchewan will initiate corrective 
measures up to and including restricting access to services or termination of a contract or agreement with the 
contractor, vendor, or agent.  

Revision History 
Version ID Date of Change Author Rationale 
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